
A perfect choice for road warriors and as a standard for
all corporate laptop purchases. Dell and Wave deliver the
latest for security-conscious customers in the areas of
authentication and encryption.

Wave’s Security Software

• EMBASSY Trusted Drive Manager —  advanced
security features for Seagate Momentus Full Disk
Encryption (FDE) hard drives

• EMBASSY Trust Suite —  preboot authentication,
multi-factor authentication for corporate networks,
encryption and password management using
Trusted Platform Module security

Security Hardware

• Seagate Momentus FDE drives —  supports both 5400-
RPM and 7200-RPM Full Disk Encryption hard drives

• Embedded Trusted Platform Module v1.2 security chip

• Built-in Fingerprint reader (optional)

• Built-in Smart Card reader

• Built-in Contactless Smart Card reader (select
models only)

Enterprise Management

• Remote deployment and administration of FDE drive
and TPM security hardware (EMBASSY Remote
Administration Server)

• Automated and centralized backup and recovery of
TPM keys, passwords, and digital certificates
(EMBASSY Key Management Server)

• Fingerprint roaming and centralized fingerprint
enrollment (EMBASSY Authentication Server)

• Enterprise-wide security policies (EMBASSY Trust Suite)

What’s New for Dell:

Convenient options for Windows Logon with an FDE drive
including:

• Single sign-on to Windows 

• Windows password synchronization 

More features for Dell preboot authentication including:

• Contactless smart card support (select models only)

• Dell fingerprint or smart card preboot authentication
for FDE drives (select models only)

Stronger biometric security and a streamlined
experience featuring:

• Hardware protection of fingerprint templates

• Improved fingerprint enrollment experience 

• Policy-driven options for self-enrollment by end users

Introducing: Dell ControlPoint — a single console to
enable and manage security options

Compatible with the following Dell systems:

• Dell Latitude™  E4200, E4300, E5400, E5500, E6400,
E6400 ATG, E6500

• Dell Precision™  Mobile Workstation M2400, M4400,
M6400

solutions for trusted computing



Wave Systems solves the most critical security problems for enterprises and government with
solutions that are trustworthy, reliable, easy-to-use, and offer a speedy return on investment.
Wave’ s trusted computing solutions include strong authentication, data protection, advanced
password management and enterprise-wide trust management services. 
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Dell™ and Wave Systems Client Technology Secures the Enterprise

EMBASSY® Remote 
Administration
Server (ERAS)

Client PC with 
EMBASSY® Trusted

Drive Manager

Corporate
Network

A Managed FDE Hard Drive Solution

• Seagate Momentus™  FDE drive —  the
industry’s first full disk encryption hard drive

• EMBASSY Trusted Drive Manager —  initializes
the drive’s preboot access control features
ensuring only authorized users gain access to
data

• EMBASSY Remote Administration Server —
centralized “no touch” configuration and
management of FDE hard drives

• Seagate Secure™  technology —  protecting
data where it lives
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